Accounts Payable

FINES FOR THE UNSUSPECTING

DO YOU KNOW THAT YOUR COMPANY COULD BE PROSECUTED FOR DOING BUSINESS
WITH A VENDOR THAT’S ON A PROHIBITED LIST PUBLISHED BY THE U.S. GOVERNMENT?
HERE’S SOME ADVICE ON HOW TO MAKE SURE YOU’RE SAFE.
BY ROB ROGERS
Question – What do the following have in common: Advanced Electronics Development; American Air

Ways Charters, Inc.; Global Relief Foundation Inc.; Reeves-Taylor; Red Eagle Group; T N K Fabrics Limited;
Technic Digemex Corp.; and Viacon International, Inc.?
Answer – All are found on the Specially Designated Nationals and Blocked Persons (SDN) list of the

Office of Foreign Assets Control (OFAC).
Question – What do the following have in common: DaimlerChrysler North America Holding Corpora-

tion; Fort Dodge Animal Health; Beau Rivage Resorts; Alto Products Corp.; Falcon Chemical Corp.;
ShopBot Tools, Inc.; Skyline Displays; Bristol-Myers Squibb; and the Salvation Army?
Answer – These are a handful of some 150 organizations that, according to the U.S. Department of the

Treasury, settled fines with OFAC in 2004 for civil infractions, having engaged in a transaction of some kind
with an entity on the SDN list over the past few years. (Chiron paid a six-figure fine and the Salvation Army
a three-figure one.)
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IT MAY NOT BE ENTIRELY SURPRISING TO FIND TECHNOLOGY
PROVIDERS, MILITARY EQUIPMENT SUPPLIERS, OR
CHEMICAL COMPANIES ON THE LIST, BUT SKYLINE DISPLAYS?
A PET HEALTH ORGANIZATION?
It’s illegal for U.S. businesses to trade with certain individuals, organizations, and countries, as designated by the
U.S. government, and OFAC publishes a list identifying
many of those designated entities. They include countries
like North Korea and Cuba and such persons and entities
as terrorists, narcotics traffickers, weapons traffickers, certain diamond traders, and their organizations. Violators
of these U.S. sanctions incur civil or criminal penalties.
Most organizations outside financial services are
unaware of OFAC and of their obligations and liabilities
with regard to dealing with designated persons or entities.

WHAT IS OFAC?
The Office of Foreign Assets Control is a part of the U.S.
Department of the Treasury, and its function is to administer and enforce the various economic and trade sanctions put in place by the U.S. government against hostile
regimes and targets. If you haven’t heard of OFAC and
don’t know what the SDN list is, your company could
find itself facing fines like the organizations listed
previously.
How does this affect accounts payable? If you are a
“U.S. person,” you may not disburse funds to any entity
on the SDN list. The definition of U.S. person includes
“all U.S. citizens and permanent resident aliens regardless
of where they are located, all persons and entities within
the United States, all U.S. incorporated entities and their
foreign branches.” Furthermore, in cases of certain programs such as those regarding Cuba and North Korea, “all
foreign subsidiaries owned or controlled by U.S. companies” must comply.
Just to be clear, “all” in this case means all. It’s true that
certain entities, such as banks, insurance companies, and
travel agencies, are more likely to encounter sanctioned
individuals, groups, or countries than others. But as you
can see from the list at the beginning of this article, a
wide range of organizations have run afoul of the laws. It
may not be entirely surprising to find technology
providers, military equipment suppliers, or chemical
companies on the list, but Skyline Displays? A pet health
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organization? So take heed.
The sanctions enforced by OFAC are a means toward
U.S. and international political and economic ends. They
may be comprehensive or selective.
OFAC’s regulations arise from several statutory authorities, including the:
◆ International Emergency Economic Powers Act,
◆ Trading with the Enemy Act,
◆ Antiterrorism and Effective Death Penalty Act,
◆ United Nations Participation Act, and
◆ Foreign Narcotics Kingpin Designation Act.
In all, OFAC administers nearly 30 different sanction
programs, including country-specific programs and many
precisely targeted programs. Country programs, of which
some are full-fledged trade embargoes and others are
more specifically defined, include (as of March 2006):
◆ Balkans
◆ Burma (Myanmar)
◆ Cote d’Ivoire
◆ Cuba
◆ Iran
◆ Iraq
◆ Liberia
◆ Libya
◆ North Korea
◆ Sudan
◆ Syria
◆ Zimbabwe
Other programs include prohibitions on doing business with:
◆ Terrorist individuals and organizations;
◆ Narcotics traffickers;
◆ Entities involved in nuclear, biological, and chemical
weapons proliferation; and
◆ Diamond trading outside the Kimberley Process
Certification Scheme (KPCS).

THE SDN LIST
OFAC maintains the list of specially designated nationals
and blocked persons, or the SDN list, which is really an
aggregation of several lists, including the foreign terrorist
organizations (FTO) list put together by the State Department. The SDN list comprises more than 5,000 names,
including variations of individuals, organizations, companies, government entities, and vessels. The list is updated
on an as-needed basis, typically every few weeks, so com-

panies need to check it often for changes.
“There are several lists out there,” Jerry Livigni of
OFAC says, “FBI, CIA,…The SDN—that’s the key list.”

WHAT OFAC ISN’T
OFAC is associated with anti-money-laundering (AML)
acts, but only insofar as they touch on designated sanction targets. OFAC isn’t involved in general anti-moneylaundering activities apart from a connection to a
sanctioned individual or entity.
“It’s a very different mandate than the anti-moneylaundering and Bank Secrecy Act regime,” notes Carol
Van Cleef, attorney with KMZ Rosenman, a national corporate law firm whose Washington office has assembled
an expert team of attorneys to serve money service businesses with comprehensive compliance consulting on
anti-money-laundering and OFAC programs.
OFAC doesn’t operate only under the authority of the
USA Patriot Act, nor is it the primary enforcer of the
Patriot Act provisions. Among other things, the Patriot
Act authorizes Treasury to fight the corruption of U.S.
financial institutions for the purpose of laundering money. (Contact the Treasury Department’s Financial Crimes
Enforcement Network at (800) 949-2732, www.fincen.
gov, or Van Cleef at KMZ Rosenman at (202) 625-3730
for questions about anti-money-laundering requirements
of the Patriot Act.)

YOUR RESPONSIBILITY: STOP THE BALL
The OFAC programs don’t mandate compliance procedures. That’s up to each organization. OFAC simply
enforces the embargoes. If you stray, you pay. If you
can show that you have made an effort to comply with
the laws or have a compliance program in place, it can
mitigate the penalty.
But why do companies need to worry about compliance? Can’t the banks catch an infraction?
It doesn’t work that way. Van Cleef explains: “Every
single entity is subject to the OFAC rules. Say you have a
transaction with 10 parties involved. Every one of them

can be subject to penalty if there is a transaction with a
prohibited person.”
So it isn’t adequate to leave it to the bank. In fact, they
are often the discovery point of illegal transactions. Banks
must report transactions with entities on the list; OFAC
then follows the transaction links to all involved parties.
“We like to use the analogy of a bouncing ball,” OFAC’s
Livigni says. “Stop the ball wherever you can before it
bounces to someone else.”
If the ball comes into your possession, you must stop
it. Any entity that bounces the ball on instead of stopping
it is liable.

ENFORCEMENT AND PENALTIES
OFAC is charged with investigation and enforcement
actions, but some investigative actions are also conducted
by the U.S. Customs Service.
Investigations may lead to:
◆ A cautionary letter,
◆ A warning letter,
◆ A requirement to furnish information,
◆ License suspension and revocation,
◆ A cease and desist order,
◆ A civil penalty proceeding, and/or
◆ Referral for criminal proceedings.
If evidence indicates willful violation, criminal investigation and prosecution follow, and such investigations
may be referred to other federal law enforcement agencies. Cases referred to the Department of Justice for criminal investigation may still be processed by OFAC as civil
violations if the DOJ declines to prosecute or criminal
proceedings are terminated.
Willful violations bring criminal penalties that include
fines ranging from $50,000 to $10 million and imprisonment ranging from 10 to 30 years. Civil penalties depend
on the program, but they can involve fines from $11,000
through $1 million. Apparently these may be mitigated by
compliance efforts, judging by the settlement amounts
published on OFAC’s website.
Where import or export violations occur, the U.S. Cus-

“WE LIKE TO USE THE ANALOGY OF A BOUNCING BALL.
STOP THE BALL WHEREVER YOU CAN BEFORE IT BOUNCES
TO SOMEONE ELSE.”
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toms Service may have seized the goods involved by separate statutory authority. OFAC then coordinates with
Customs regarding the disposition of the goods in relation to penalties and final settlement.

might be able to rule somebody out. They have
addresses on the list, but I’m not sure how reliable
addresses are for bad guys.”

KNOW WITH WHOM YOU DO BUSINESS
HOW TO COMPLY AND WHERE TO GET THE LIST
Complying with the sanctions is up to you. The starting
point is the SDN list, which OFAC makes available from
the Department of the Treasury website (www.treas.gov/
offices/enforcement/ofac/sdn) in PDF and ASCII file formats for online viewing and DOS, Windows delimited,
and UNIX-ready delimited for download and programming. In addition to its website, OFAC also maintains
these files on a File Transfer Protocol (FTP) server that
can be accessed at ftp://fedbbs.access.gpo.gov.
Individuals may also subscribe to OFAC’s e-mail
notification Listserv at www.treas.gov/offices/
enforcement/ofac (see “Subscribe” on the right side of the
page below “Resources”).
Companies should periodically compare the entities
with whom they do business against the SDN list to see if
there are any matches. But it isn’t quite as simple as that.
When comparing names to the SDN list, exact matches
aren’t the only concern. Near matches may indicate that
you have a match.
One of the challenges is the way names in other languages get transliterated into English. For example, a
name like Osama also might be written Usama. So near
matches become important.
As a simplified example, if there is a Jon Thompson on
the SDN list and you have a John Thompson on your list,
you have to look beyond the name to other data, including address and approximate date of birth. If these align,
further investigation is warranted. If your John Thompson is in his 50s and the list’s Jon Thompson is in his 30s,
you don’t have a match.
As Van Cleef says, “If a ‘Bob Smith’ makes the OFAC
list, that is going to cause a lot of people heartburn
because it’s going to be flagged all the time. [But] the
OFAC list has identifying information about the
person, so if you can get an idea of the birth date, you

Further complicating things is that a prohibited person
may not be on the list. For example, all Cuban nationals
are prohibited persons because of the Cuba country program, but all Cuban nationals aren’t listed individually on
the SDN list. Nevertheless, a transaction with any Cuban
national—wherever they may be located—is a violation.
Likewise, Iranian nationals are prohibited persons—
wherever they may be located—ditto Sudan, etc. You
must exercise due diligence in determining whether any
such persons are involved in a proposed transaction. But
names alone are insufficient.
Matching software is available. Because the programs are
designed for the purpose, they go beyond exact matches to
also flag near matches. According to Livigni, some packages
are better than others. While some merely run comparisons and flag possible hits, others may go further in what
they look at (address, date of birth) and instruct you when
you get a hit. Look for software packages that track and
match other important lists in addition to the SDN list.
Van Cleef summarizes four maxims to keep in mind
when seeking to comply with OFAC and avoid transactions with parties on the SDN list:
1. Not every prohibited person is on the list.
2. Checking for exact matches is the starting, not ending,
point in compliance.
3. Not all the programs have the same kinds of prohibitions, so you have to determine under which program the
hit occurred and what prohibitions apply (easiest with terrorists because any and all transactions are prohibited).
4. Depending on the program, prohibitions may apply to
people not on the list, as with country programs. With
regard to terrorists, the Patriot Act expanded prohibitions
to anyone acting on behalf of or otherwise associated
with terrorists. That means that it’s necessary to know the
ownership of a vendor company and check the owners
against the list.

“THEY HAVE ADDRESSES ON THE LIST, BUT I’M NOT SURE
HOW RELIABLE ADDRESSES ARE FOR BAD GUYS.”
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WHEN YOU HAVE A MATCH
When you have done due diligence on an apparent match
and believe that you have an actual match, you must act.
Financial service organizations must block (freeze) assets
or reject transactions, depending on sanction and circumstance, and report the match and action taken to
OFAC within 10 days.
Nonfinancial entities should block or freeze any activity, contract, or transaction—i.e., cease all trade activities
with the party—and contact OFAC, which will verify
with you whether you have a true match. If not, you may
proceed, but if it is a true match, any assets involved may
be confiscated, and, of course, no sale, purchase, or remittance or other transaction may be made.
If accounts payable discovers an invoice from a vendor
that is—or is owned by—a prohibited entity, it must not
pay the invoice. The AP manager should notify management and purchasing, and any transactions that have
occurred should be reported to OFAC. If product has
been received, hold it, and consult OFAC. On the sales
and receivables side of the house, companies also must be
certain that they aren’t transacting business with entities
on the SDN list.
An annual report of all blocked assets through June 30
must be submitted to OFAC by September 30 each year,
and records must be retained for five years.
See www.treas.gov/offices/enforcement/ofac/faq/
one_page.shtml to read OFAC Instructions “When
should I call OFAC’s compliance hotline?” The OFAC
Hotline is: (800) 540-6322.

OTHER LISTS, OTHER REQUIREMENTS
The objectives of OFAC aren’t the same as the objectives
of other U.S. government programs, so it has proved
impossible to create a single master list, desirable as that
may be.
Import/Export: Bureau of Industry and Security (BIS)
of the Department of Commerce maintains separate lists
for its programs. Its Denied Persons List comprises individuals and companies denied export and re-export privileges by the Bureau. The Entity List identifies foreign end
users who “pose an unacceptable risk of diverting U.S.
exports and the technology they contain” from intended

destinations for the development of weapons of mass
destruction.
The Patriot Act and Anti-Money Laundering: As noted,
anti-money-laundering efforts are addressed in the Bank
Secrecy Act and the Patriot Act. According to a report
prepared by ChoicePoint, a leading risk assessment information provider in the U.S., financial services entities
under the BSA and the Patriot Act must check names
against the politically exposed persons list (available from
the CIA). Section 326 of the Patriot Act requires financial
service organizations to develop a Customer Identification Program (CIP).
At present, federal authorities recommend checking
new accounts against the Financial Action Task Force on
Money Laundering (FATF) list of Non-cooperative Countries and Territories (NCCT).
ChoicePoint recommends to its clients that they also
check the United Nations Consolidated list, the European
Terrorism list, and the SDN.
From Van Cleef ’s point of view, OFAC is easy. “There’s
actually broader exposure for organizations to money
laundering and general terrorist financing activity. And
that is what a lot of corporations should be spending
more time and attention on.”
Additional watch lists include the Control List or PEP,
Canadian Consolidation List (OSFI), World Bank
Debarred Parties, and Blocked Officials File.
More information on BSA and Patriot Act anti-moneylaundering compliance is available from the American
Bankers Association (ABA), OFAC, and FinCEN. ■
Rob Rogers is vice president of The Accounts Payable
Network (TAPN). As such, he ensures that TAPN stays current with the latest tools and information for managing and
transforming accounts payable operations of its 3,000 members across the spectrum from Fortune 1,000 companies to
colleges and universities, government agencies, and nonprofits. He has spent more than 20 years as a developer and
provider of business information resources and has been
editor, creative developer, and publisher of information
resources serving the commercial building design and construction market and the commercial nuclear power industry. You can reach Rob at rrogers@theapnetwork.com.
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